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Objectives• Organization
• What to Do First
• Stay Connected
• Technology Resources
• Get Help
• Questions



Mission

“We fulfill the Loyola Promise by 
contributing skilled technological expertise 
and service, providing secure, reliable 
information and resources, in professional 
and collaborative consultation.”

Vision

“Information Technology Services will 
serve as a partner and leader for technology 
needs and initiatives to enhance learning, 
teaching, research, and operations for 
Loyola University Chicago, higher 
education, and technology communities.”

http://www.luc.edu/its/mission.shtml
http://www.luc.edu/profiles/


Organization



Organization



Organization



What to do first?



What to Do First
• ID & Password

• Self Administer
• Register Your Laptop



Stay Connected
• GroupWise Email
• LOCUS
• Blackboard



Technology Resources
• Wireless Spots
• File Storage
• Purchases
• Technical Training



Get Help
• Support Center
• ITS Website



Questions



BREAK!



ITS

Information Security 



Agenda
• Information Security
• Protecting Data
• Reporting Suspected Security Incidents
• VPN and Remote Access



Information Security
• Information Security is everyone’s 

responsibility

• Secure sensitive/private information
– Don’t share passwords 
– Don’t leave sensitive information laying around
– Lock your computer when you leave your desk
– Ask questions
– Report questionable actions



Protecting Data
• We handle a lot of data that is Personally 

Identifiable Information (PII)
– Financial data, including credit cards
– Social security numbers
– FERPA information

• We also handle information that we do not want 
released to the public
– Salary information
– Upcoming real estate purchases

• A number of personal information 
protection policies have been 
created to address the concern



PII Policies
Approved policies covering:

1. Data Classification
2. Loyola Protected & Sensitive Data Identification
3. Physical Security of Loyola Protected & Sensitive Data
4. Electronic Security of Loyola Protected & Sensitive Data
5. Loyola Encryption
6. Disposal of Loyola Protected & Sensitive Data
7. Compliance Review
8. Data Breach Response

The policies are online at http://luc.edu/its/policies.shtml

http://luc.edu/its/policies.shtml


Three Types of Data to 
SecureDefinitions

– Loyola Protected data 
• Protected by Federal, state, or local laws
• Includes SSNs, credit card numbers, bank account info, driver’s license 

numbers, personal health info, FERPA info, etc
– Loyola Sensitive data 

• Not covered by laws, but information that Loyola would not distribute to the 
public (like salary information)

• Default classification for anything that isn’t Loyola Protected data
– Loyola Public data 

• Information that Loyola is comfortable distributing to the general public (like 
this presentation)

• Classification determined by the department that created it

• For this presentation, “covered data” refers to data that 
is either Loyola Protected or Loyola Sensitive



Data Stewards
• All departments have at least one data 

steward

• The data steward helps to coordinate activities 
that your department must perform every 6 
months to ensure compliance with the policies



Compliance Reviews
• Each department will perform a compliance 

review twice a year

– Scan computers for covered data using an ITS tool
– Confirm that the department is following a number of 

information protection policies
– Identify areas with questions / 

need for improvement / etc
– Send summary information to ITS



Changes for Departments
• The policies do require some changes to how 

Loyola Protected data is handled, whether in 
paper or electronic form

• The data stewards will receive and be able to 
provide training on these changes

• Changes focus on ensuring a minimum level of 
protection is extended to all devices and 
processes that house or use PII



Paper Documents with PII
• Limit access to department workspaces that store covered data in 

paper form
– Challenge people that you do not recognize

• Use approved shredders to dispose of documents (in accordance 
with your department’s retention policy)

• Covered data should only be sent to printers and faxes in 
secured/controlled areas

• Properly store covered documents; avoid 
leaving protected information on desks 
and other 
work areas



Electronic Documents with PII
• Restrict access to computers and other electronic 

devices that store covered data in electronic form 

• Install ITS provided encryption software on computers 
that store covered data

• Covered data cannot be stored on computers or 
electronic devices that are not encrypted

• Be aware of how you are transmitting 
information electronically



Why Are We Doing This?
• To protect members of the Loyola community
• To date, most of the “unexpected” Social 

Security numbers and credit card numbers that 
have been found were from:
– Formatta tuition forms
– Expense Reports 
– Tax returns
– Leftover web files from using Recruitment Plus
– Old grade files from when Loyola used the SSN 

as the student identifier (pre 2004)



Reporting Suspected Security 
Incidents

• If you think that an information security breach may have 
occurred, please report it
– Email datasecurity@luc.edu
– Call Information Security Office at 86086
– Go to http://luc.edu/its/data_security_main.shtml

• When in doubt, report something so it can be 
investigated

• Anonymous reporting available at 
http://luc.edu/its/data_security_form_anonymous.shtml

mailto:datasecurity@luc.edu
http://luc.edu/its/data_security_main.shtml
http://luc.edu/its/data_security_form_anonymous.shtml


What is VPN?
• VPN = Virtual Private Network = How to connect 

to Loyola from home broadband
• Allows you to access your Loyola computer, 

along with its programs and files, from home
• Also can be used for Open Enrollment and 

Kronos access



How do I get VPN access?
• Available to all faculty and staff at no charge

• Fill out the request form at 
http://www.luc.edu/its/pdfs/idreqform.pdf or call 
the Help Desk at x4-4444

http://www.luc.edu/its/pdfs/idreqform.pdf


What do I need to use VPN?
• Works on Windows, Apple, and Linux computers

• Requires that you have a broadband connection (cable 
modem, DSL, etc)

• Loyola Connection (dial up modem) available if you do 
not have broadband

• Requires a common web browser (Internet 
Explorer, Mozilla Firefox, Safari, etc)



Using the VPN
• Individuals with a desktop make a minor 

configuration change, then they can connect 
from home via Remote Desktop

• Individuals with a laptop login to their laptop, 
then connect to the VPN, then login to Loyola 
through the Novell client



Why use the VPN?
• Enables remote work and 

telecommuting
– Please test beforehand

• Allows you to approve Kronos time cards when 
out of the office



Wrap Up
• Information Security

– Everyone’s responsibility
• Protecting Data

– Be aware of PII
• Reporting Suspected Security Incidents

– Be Observant & Communicate
• VPN and Remote Access

– Work and access files from home



Resources & 
Tools

Information Security Office - 86086

Web site - http://www.luc.edu/its/security.shtml

Policies - http://www.luc.edu/its/policies.shtml

Email - datasecurity@luc.edu

http://www.luc.edu/its/security.shtml
http://www.luc.edu/its/policies.shtml
mailto:datasecurity@luc.edu


Questions



THANK YOU!
Ariana Lewis
Bruce Montes
Kathy Ryan
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