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Mission

“We fulfill the Loyola Promise by {7 Information Technology Services
contributing skilled technological expertise | Mission

W Rl e L oyrala Proemier by dordebeteg dhillasd brahrosoapsssl

and service, providing secure, reliable T
information and resources, in professional Vision
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and collaborative consultation.” o o ww,::»w

Vision

“Information Technology Services will
serve as a partner and leader for technology
needs and initiatives to enhance learning, LOYOLA
teaching, research, and operations for U
Loyola University Chicago, higher zo
education, and technology communities.” % A
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Organization

SALARY [ PEOPLE ADMIN
Applicant Tracking System

PLANNING ]
[LAWSON] [ LOCUS ] S ( GROUPWISE )
Finance GL Student E-Mail and Calendaring

Administration

TOUCHNET

Credit Card
BUDGET WEBFOCUS UNIPRINT
KRONOS BLACKBOARD Budget Planning Reporting Student Printing )

Timecard Learning Mgmt System

— [MARKETPLACEJ
Products
R25 RMS Faculty Information VoLm!gER OPINIO
Room Reservation Housing System Survey System
System

Endowment Mgmt COMMERCE SUITE Advancement
System Campus Card

CONVIO BSR
—. [ BLACKBOARD J Alumn Portal ADVANCE

WELLNESS SARKING

RECRUITMENT CENTER SYSTEM
SMARTCALL PLUS Student Health
Telemarketing Recruitment System

COLLAGE
Web Content Mgmt
System

Wide Range of Applications

Some are at Loyola
Some are outside of Loyola
Some are at the Medical Center

J

HEAT I
Call Tracking

NETREG
Network
Registration
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What to do first?

YOURID &

PASSWORD
Your UVID

YOUR CAMPUS
CARD

Official 1D

YOUR
WORKSTATION

Office Use Workstation

Access to Systems
Use Personal Account Manager to change Password

Access to Facilities
Access to Events

Access to applications
D: Drive

YOUR
yourid@luc.edu
GROUPWISE Schedule Appointments
E-Mail, Calendaring, Instant IM Caolleagues
Messaging

YOUR
NETWORK

DRIVES
Departmental and
Individual Storage

N: (Departmental Data)
U: (Private Data)

VOICE

SERVICES
Telephone & Voicemail

Request Long Distance
Authorization Codes
Setup Voice Mail
Connect Your Blackberry

LOYOLA

UNIVERSITY CHICAGO
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What to Do First

e ID & Password
e Self Administer

* Register Your Laptop

Review the Phone System and Voice Services(
+ Dial 9 + your phone number to call off campus. '

+ Dial other campus extensions using the 5-digit extension
(Lake Shore Campus: 82000 Water Tower Campus: 50006
and the Medical Center Campus: 6-xxxx).

+ Set up your voice-mail and access additional features. Find
instructions at: LUC.edu/its/telecom_voicemail.shtml.

+ Find more information about connecting your Blackberry
and other PDAs at: LUC edu/its/blackberry.shtml.

+ Request a departmental long-distance authorization -:'nd...ef

Wm@coderequest.pdf

Obtain Your Campus Card:

Your Official University ID Card

* Provides access to many facilities, shuttle bus service,
libraries, computing labs, and campus events

« Visit the Campus Card Web site at: LUC.edu/campuscard. !

¢

o

« Visit the Campus Card offices at:
»LSC | Sullivan Center | 773.508.2273
#»WTC| 25 E. Pearson Lobby | 312.915.7756

Using Your ID and Password

* Your ID (also known as your UVID) and password
you access to these and other University applicat

» LOCUS (post grades, check class rosters, wo|
student records).

» Blackboard (post assignments, manage cla|

» GroupWise (e-mail and instant messaging)

Use the Wireless Network and Register Your i
Wireless Devices on the Network ?

= Personal computers and other devices used in wireless \
access areas must be registered prior to connecting to the
network.

* When you first access the Internet with a non-Loyola device
you will be automatically redirected to Loyola’s Network
Registration System.

. Registration ensures that your laptop is secured against virus

at-:hes.

» Loyola's Network Registration System (tg nd is up -to-date syste
network with your laptop) _— i J J -

» Lawson (employee self-service, budgets)

» Kronos (online timecards)

» Employment applicant system (for hiring managers)
* Use The Personal Account Manager at LUC.edu/its/pam shtml

allows you to:
» Reset your password

» Create secret questions so you can change your

>
LOYOLA

55~
pa UNIVERSITY CHICAGO
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Stay Connected

GroupWise Email
LOCUS LOCUS 2.0

Manage Student Records

B I aC k b O a rd » Access LOCUS 2.0 at: https:/locus.luc.edu or from the LOCUS ™

link on the Loyola home page: LUC.edu (

» Use LOCUS 2.0to post grades, check class rosters, view
student pictures, and access the student system.

4

+ Lounla’e Nalina Cannection to University Services (LOCUS)
GroupWise ! _oyola student system for working with )
Check Your Loyola E-Mail course information.

* Your Loyola e-mail address is your ID: yourid@luc.edu. ) Blackboard

» Access GroupWise e-mail system at: webaccess.luc.edu. ' Connect to Your Courses ;

* Use the GroupWise calendar functions to schedule « Login to Blackboard at: blackboard.|luc.edu.

appointments and busy-search other calendars. . . ’
» Faculty can manage their courses using Blackboard. Post

course materials online and conduct various classroom ’
activities, such as setting up discussion groups, posting
assignments, and using the grade center functions.

Blackboard

« E-Mail messages older than 180 days are automatically
purged. View archive instructions and e-mail defaults at:
LUC.edu/its/email_gw7_archive.shtml.

* Find out bout usi th il clients to ct to . s -
inc out more about using ofhere-matl cllents to conne « For Blackboard help documentation and tutorials, visit

e g e J el map ) e LUC.edufits/help_blackboard_doc.shtml. 2
« For Blackboard support, e-mail: blackboard @luc.edu; or call

the Technology Support Center at: 4-4444 (on campus) or
773.508.7190 (off-campus).
e P U e, I

LOYOLA

UNIVERSITY CHICAGO
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Technology Resources
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Get Help

e Support Center
. ITSp\?Vebsite ITS Support Center

CONTACT US

@ INFORMATION
’;‘s." FTECHNOLOGY SERVICES

HOURS ON-CAMPUS
Monday-Friday | 8 AM-6 PM 4-4444

AFTER HOURS SUPPORT OFF-CAMPUS
Sunday-Thursday | 6 PM-2 AM /73.508.
Friday-Saturday | 6-9 PM 7190

SUBMIT HELP E-MAIL
REQUESTS ONLINE helpdesk

LUC.edu/its/help_callcenter_
request.shtml

LOYOLA
@_:, l uc +Ed u UNIVERSITY CHICAGO
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Questions

?
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BREAK!
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ITS

Information Security
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Agenda

Information Security

Protecting Data

Reporting Suspected Security Incidents
VPN and Remote Access




Information Security

 Information Securlty IS everyone’s
responsibility

e Secure sensitive/private information
— Don’t share passwords
— Don’t leave sensitive information laying around
— Lock your computer when you leave your desk
— Ask questions
— Report questionable actions




Protecting Data

 We handle a lot of data that Is Personally -
|dentifiable Information (PII) o

— Financial data, including credit cards
— Social security numbers
— FERPA information

e We also handle information that we do not want

released to the public
— Salary information

— Upcoming real estate purchases

* A number of personal information
protection policies have been
created to address the concern




Pll Policies

Approved policies covering:

Data Classification

Loyola Protected & Sensitive Data Identification
Physical Security of Loyola Protected & Sensitive Data
Electronic Security of Loyola Protected & Sensitive Data
Loyola Encryption

Disposal of Loyola Protected & Sensitive Data
Compliance Review

Data Breach Response

1.
2.
3.
4.
5.
6.
7.
8.

The policies are online at http://luc.edu/its/policies.shtml

LOYOLA

Preparing people to lead extraordinary lives



http://luc.edu/its/policies.shtml

Three Types of Data to
Secure

Definitions

— Loyola Protected data
» Protected by Federal, state, or local laws

* Includes SSNs, credit card numbers, bank account info, driver’s license
numbers, personal health info, FERPA info, etc

— Loyola Sensitive data

* Not covered by laws, but information that Loyola would not distribute to the
public (like salary information)

» Default classification for anything that isn’t Loyola Protected data
— Loyola Public data

» Information that Loyola is comfortable distributing to the general public (like
this presentation)

» Classification determined by the department that created it
LOYOLA

UNIVERSITY CHICAGO

« For this presentation, “covered data” refers to data that UE

IS either Loyola Protected or Loyola Sensitive E
’P% 9?3‘
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Data Stewards

* All departments have at least one data
steward

 The data steward helps to coordinate activities
that your department must perform every 6
months to ens ith the policies




Compliance Reviews

« Each department will perform a compliance
review twice a year

— Scan computers for covered data using an ITS tool

— Confirm that the department is following a number of
iInformation protection policies

— ldentify areas with questions /
need for improvement / etc

— Send summary information to ITS




Changes for Departments

 The policies do require some changes to how
Loyola Protected data is handled, whether In
paper or electronic form

e The data stewards will receive and be able to
provide training on these changes

 Changes focus on ensuring a minimum level of
protection Is extended to all devices and
processes that house or use PII




Paper Documents with PII

Limit access to department workspaces that store covered data In
paper form

— Challenge people that you do not recognize

Use approved shredders to dispose of documents (in accordance
with your department’s retention policy)

Covered data should only be sent to printers and faxes in
secured/controlled areas

Properly store covered documents; avoid
leaving protected information on desks
and other

work areas

Preparing people to lead extraordinary lives




Electronic Documents with PII

Restrict access to computers and other electronic
devices that store covered data in electronic form

Install ITS provided encryption software on computers
that store covered data

Covered data cannot be stored on computers or
electronic devices that are not encrypted

Be aware of how you are transmitting
Information electronically




Why Are We Doing This?

* To protect members of the Loyola community

 To date, most of the “unexpected” Social
Security numbers and credit card numbers that

have been found were from:
— Formatta tuition forms

Expense Reports
Tax returns \
Leftover web files from using Recruitment Pl

Old grade files from when Loyola used the SSN
as the student identifier (pre 2004)




Reporting Suspected Security

| Incidents
 If you think that an information security breach may have

occurred, please report it

— Email datasecurity@Iuc.edu

— Call Information Security Office at 86086

— Go to http://luc.edu/its/data_security _main.shtml

 When in doubt, report something so it can be
Investigated

e Anonymous reporting available at
http://luc.edu/its/data security form anonymous.shtml

Preparing people to lead extraordinary lives
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What is VPN?

VPN = Virtual Private Network = How to connect
to Loyola from home broadband

 Allows you to access your Loyola computer,
along with its programs and files, from home

* Also can be used for Open Enroliment and

Kronos acces

I

e <




How do | get VPN access?

« Available to all faculty and staff at no charge

 Fill out the request form at

http://www.luc.edu/its/pdfs/idregform.pdf or call
the Help Desk at x4-4444

\//

\ﬁree.'/
o

///V



http://www.luc.edu/its/pdfs/idreqform.pdf

What do | need to use VPN?

Works on Windows, Apple, and Linux computers

Requires that you have a broadband connection (cable
modem, DSL, etc)

Loyola Connection (dial up modem) available if you do
not have broadband

Requires a common web browser (Internet
Explorer, Mozilla Firefox, Safari, etc)




Using the VPN

 |Individuals with a desktop make a minor
configuration change, then they can connect
from home via Remote Desktop

 Individuals with a laptop login to their laptop,
then connect to the VPN, then login to Loyola
through the Novell client




Why use the VPN?

e Enables remote work and
telecommuting
— Please test beforehand

* Allows you to approve Kronos time cards when
out of the office

Preparing people to lead extraordinary lives




Wrap Up

Information Security

— Everyone’s responsibility
Protecting Data

— Be aware of PII

Reporting Suspected Security Incidents
— Be Observant & Communicate

VPN and Remote Access
— Work and access files from home

Preparing people to lead extraordina

ry lives




Resources &
Tools

Information Security Office - 86086

Web site - http://www.luc.edu/its/security.shtml

Policies - http://www.luc.edu/its/policies.shtml

Emall - datasecurity@luc.edu



http://www.luc.edu/its/security.shtml
http://www.luc.edu/its/policies.shtml
mailto:datasecurity@luc.edu
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