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Introduction 

The Internet is part of our daily lives and has become a staple of our modern civilization, 

symbolizing growth and innovative technology. However, recent security breaches and scrutiny 

of how companies like Facebook and Google handle consumer information have resulted in 

growing consumer privacy concerns. The United States lacks a uniform law to regulate the 

complex issue of data breaches and consumer privacy. Although several federal statutes address 

narrow aspects of consumer privacy, many of these laws predate the Internet.  

Today, courts struggle to apply these outdated statutes to modern-day privacy issues. This 

article addresses courts’ divergent approaches to the Video Privacy Protection Act of 1988 

(“Act”), which prevents companies from disclosing to third parties “personally identifiable 

information” from consumers.1 While the Act was originally enacted at the time of VHS tapes 

and video rental stores like Blockbuster, its broad language now applies to digital video content. 

As a result, courts face novel challenges in applying the Act’s definition of “personally 

identifiable information” to privacy concerns raised by video-streaming devices. This article 

argues that the Ninth Circuit’s recent interpretation of the Act in Eichenberger v. ESPN, Inc.,2 

inadequately protects consumers and departs from a more consumer-friendly approach adopted 

by the First Circuit in Yershov v. Gannett Satellite Information Network, Inc.3 

 

                                                 
1 18 U.S.C. § 2710(b)(1). 
2 Eichenberger v. ESPN, Inc., 876 F.3d 979 (9th Cir. 2017). 
3 Yershov v. Gannett Satellite Info. Network, Inc., 820 F.3d 482 (1st Cir. 2016). 
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The Video Privacy Protection Act 

Congress enacted the Video Privacy Protection Act in 1988 after a newspaper published 

146 movie titles that Supreme Court nominee Robert Bork and his family rented from a local 

video store.4 Members of the Judiciary Committee publicly denounced this disclosure and 

enacted the statute to “preserve personal privacy with respect to the rental, purchase or delivery 

of video tapes or similar audio visual materials.”5 Congress intended the Act to allow consumers 

to control the collection, use, and sharing of their personal information through evolving 

technologies.6  

Under the Act, a video tape service provider is generally prohibited “from knowingly 

[disclosing], to any person, personally identifiable information concerning any consumer of such 

provider.”7 Historically, the Act allowed service providers to avoid the Act’s general prohibitions 

by obtaining “informed, written consent of the consumer given at the time the disclosure is 

sought.”8 If a video tape service provider sought to disclose a costumer’s name and address, then 

the provider must have “provided the consumer with the opportunity, in a clear and conspicuous 

manner, to prohibit such disclosure.”9  

Subsequent technological innovations such as on-demand cable services and Internet 

streaming devices led to the Act’s amendment in 2012.10 Congress recognized that the VHS and 

rental video store framework of the Act was obsolete, because consumers accessed video content 

digitally through smartphones, laptop computers, and televisions.11 Congress only updated the 

                                                 
4 S. Rep. No. 100-599, 100th Cong., 2d Sess. (Oct. 21 (legislative day, Oct. 18), 1988). 
5 Id. 
6 Id. 
7 18 U.S.C. § 2710(b)(1) (emphasis added). 
8 18 U.S.C. § 2710(b)(2)(B) (emphasis added). 
9 18 U.S.C. § 2710(b)(2)(D). 
10 Video Privacy Protection Act Amendments Act of 2012, Pub. L. No. 112-258, 126 Stat. 2414. 
11 Id. 
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consent provision of the Act, however, and left in place the original definitions of basic privacy 

protections, including “personally identifiable information” and “video tape service provider.”12 

The amendments simply allow consumers to consent to disclosure by “opting-in” online and 

allow a provider to share the consumer’s video viewing history on an ongoing basis.13 

Consumers must also have an opportunity to withdraw such consent for either the ongoing 

disclosures or on a case-by-case basis.14  

What is personally identifiable information? 

 In recent litigation, courts struggled to define “personally identifiable information,” 

which under the Act “includes information which identifies a person as having requested or 

obtained specific video materials or services from a video tape service provider.”15 Specifically, 

consumers have sued after video service providers disclosed a unique identification number for a 

device that the consumer used to stream digital video content, along with a list of video content 

viewed by the consumer. Given the Act’s broad language, federal courts of appeals have applied 

two different tests to determine whether such acts amount to an unlawful disclosure of 

“personally identifiable information.” Courts applying the “ordinary person” test have held that 

unique identifier numbers are anonymous, and thus identify a specific device instead of a 

specific person.16 These courts reason that the disclosed information itself must identify a person, 

and thus information that can be linked to ultimately reveal the video-watcher’s identity does not 

                                                 
12 Id. 
13 18 U.S.C. § 2710(b)(2). 
14 Id. 
15 18 U.S.C. § 2710(a)(3) (emphasis added). 
16 See In re Nickelodeon Consumer Privacy Litig., 827 F.3d 262, 283 (3d Cir. 2016) (explaining that “[to] an 

average person, an IP address or a digital cookie would likely be of little help to identify an actual person,” and that 

“static digital identifiers that could . . . be combined with other information to identify a person do not count as 

‘personally identifiable information’ under the Act, at least by themselves.”). 



4 

 

constitute “personally identifiable information.”17 On the other hand, courts applying a 

“foreseeability” test have held that disclosure of device identifier numbers can easily be linked to 

specific individuals and therefore unlawfully facilitate disclosure of “personally identifiable 

information.”18 

The Ninth Circuit’s Recent Decision Fails to Protect Important Privacy Interests  

The Ninth Circuit Court of Appeals recently sided with the Third Circuit and adopted the 

“ordinary person” test to define “personally identifiable information” under the Act.19 The 

plaintiff, Chad Eichenberger, brought a lawsuit against ESPN, Inc., for violating the Act.20 ESPN 

“produces sports-related news and entertainment programming” through its television network 

and its “Watch ESPN Channel” application.21 The “Watch ESPN Channel” is available on Roku 

digital streaming devices (“Roku”), a home entertainment service that utilizes Internet streaming 

to deliver digital video content to a user’s television.22 With Roku, customers like the plaintiff 

streamed ESPN videos and other digital content on their televisions.23 Without the plaintiff’s 

consent, the defendant disclosed information to a third party each time he watched a video on the 

“Watch ESPN Channel.”24 The third party, Adobe Analytics, received the “plaintiff’s Roku 

                                                 
17 See Eichenberger, 876 F.3d at 985 (holding “personally identifiable information” is determined by what 

information the disclosing party provided to the receiving party, not by what the receiving party does with the 

information). 
18 See Yershov, 820 F.3d at 486 (holding “personally identifiable information includes “disclosed information 

[which can] reasonably and foreseeably likely [] reveal which . . .  videos [the plaintiff] has obtained.”); see also In 

re Vizio, Inc., Consumer Privacy Litig., 238 F. Supp. 3d 1204, 1225 (C.D. Cal. 2017) (holding disclosure of 

consumer information such as MAC addresses that can be linked to reveal a person’s identity and “can be used to 

acquire highly specific geological data” are thus “personally identifiable information.”). 
19 See In re Nickelodeon Consumer Privacy Litig., 827 F.3d at 268 (rejecting plaintiff’s assertion that Viacom 

violated the Act when it disclosed static digital identifiers which allowed Google to pinpoint the identity of the child 

who watched certain videos. The court held Viacom did not disclose “personally identifiable information” because 

static digital identifiers would not help an “average person” link the information regarding the videos watched to the 

specific viewer.). 
20 Eichenberger, 876 F.3d at 981. 
21 Id. 
22 Id. 
23 Id. 
24 Id. 
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device serial number and the identity of the videos that he watched.”25 The district court 

dismissed the case under Federal Rule of Civil Procedure 12(b)(6) and the Ninth Circuit 

affirmed, holding the information the defendant disclosed to Adobe Analytics was not 

“personally identifiable information” under the Act.26  

The court’s narrow understanding of “personally identifiable information” failed to 

consider how Adobe Analytics uses the information it acquires from providers like the 

defendant. Adobe uses this information “to identify specific consumers by connecting that 

information ‘with existing data already in Adobe’s profile of those individuals.’”27 After Adobe 

compiles the information, it returns a user profile to video service providers like ESPN. The 

profile contains personal information from the user, including a Roku device serial number, 

email address, account information, and Facebook profile information.28 In turn, the defendant 

provides advertisers with these user profiles and thus allows advertisers to tailor marketing 

strategies to its users.29  

Plaintiff contended that ESPN “disclosed his ‘personally identifiable information’ by 

giving Adobe his Roku device serial number and identifying the videos that he watched, because 

ESPN knew that Adobe could and would use that information to identify him.”30 The Ninth 

Circuit rejected the plaintiff’s argument. The court reasoned “‘personally identifiable 

information’ must include more information than that which, by itself, identifies an individual as 

having watched certain videos. Instead, ‘personally identifiable information’ covers some 

information that can be used to identify an individual.”31 In reaching this definition, the court 

                                                 
25 Id. 
26 Id. 
27 Id. 
28 Id. 
29 Id. 
30 Id. at 982.  
31 Id. at 984. 
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noted that Congress’s use of the word “includes” in its definition of “personally identifiable 

information” means that the “proffered definition describes only one example of personally 

identifiable information.”32  

The court also explained that the suffix “able” from the word “identifiable” means 

“capable of.”33 Therefore, to determine what information Congress intended to cover as “capable 

of” identifying an individual, the court adopted the Third Circuit’s “ordinary person” standard:  

The “ordinary person” test better informs video service providers of their 

obligations under the [Act]. The [Act] protects consumer privacy by directing video 

service providers not to do certain things with consumer information . . . the statute 

views disclosure from the perspective of the disclosing party. It looks to what 

information a video service provider discloses, not what the recipient of that 

information decides to do with it. As a result, “personally identifiable information” 

must have the same meaning without regard to its recipient’s capabilities.34 

After applying the “ordinary person” test, the court held the defendant’s disclosure did not 

violate the Act.35 The court reasoned the plaintiff’s Roku device serial number would identify a 

pool of possible viewers rather than a distinct individual. The court compared disclosure of this 

serial number to a video rental store’s disclosure of non-identifying information: 

[In the late 1980s, the] manager of a video rental store . . . understood that if he or 

she disclosed the name and address of a customer – along with a list of the videos 

that the customer had viewed – the recipient of that information could identify the 

costumer. By contrast, it was clear that, if the disclosure were that “a local high 

school teacher” had rented a particular movie, the manager would not have violated 

the statute. That was so even if one recipient of the information happened to be a 

resourceful private investigator who could, with great effort, figure out which of 

the hundreds of teachers had rented the video. Plaintiff’s Roku device serial number 

is like the information in the latter scenario. It creates a sizeable “pool” of possible 

viewers – here, Roku users – just as the information in the latter example does – 

there, high school teachers.36 

                                                 
32 Id. 
33 Id. 
34 Id. at 985. 
35 Id. 
36 Id. 
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According to the Ninth Circuit, while Adobe can identify an individual from a sizeable 

pool of possible viewers by using “a complex ‘Visitor Stitching technique’ to link an individual’s 

Roku device number with other identifying information,” an ordinary person could not use this 

type of information to identify a particular consumer.37 In other words, a video tape service 

provider who discloses information to a third party who has the technological capacity to identify 

the specific viewer is not liable, because the “advent of the Internet did not change the disclosing 

party focus of the statute.”38 

The Ninth Circuit’s decision fails to protect important privacy interests by focusing solely 

on the disclosing party and not on the receiving party’s use of personal information. The whole 

point of the Act is to prohibit providers from disclosing “personally identifiable information” 

about their consumers to third parties. The Ninth Circuit’s opinion even acknowledges the fact 

that once Adobe Analytics delivers a user profile with the consumer’s detailed demographics to a 

video service provider, the provider then discloses that user data to advertisers. Is that not what 

Congress wanted to address? 

Furthermore, as the Ninth Circuit noted, “personally identifiable information” covers 

information that is capable of identifying a person, and a Roku device number can ultimately 

reveal the identity of the viewer. Device identifiers should be classified as “personally 

identifiable information” because a device identifier is unique; it is a distinctive number that is 

linked to a single mobile device – one number per user. This fact also defeats the analogy 

adopted by the Ninth Circuit. Telling a journalist the movies that a local high school teacher 

rented and having the journalist do some research to reveal the teacher’s identity is different 

                                                 
37 Id. at 986. 
38 Id. 
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from giving third parties like Adobe Analytics a device identifier number that can automatically 

be used to pinpoint a particular Roku user.  

The Ninth Circuit’s decision also departs from a more protective interpretation of the Act 

that the First Circuit adopted in 2016. In Yershov v. Gannett Satellite Information Network, Inc., 

the court held that disclosure of the plaintiff’s unique Android identifier number and GPS 

coordinates, along with titles of videos viewed, violated the Act.39  The court reasoned that 

Congress did not intend “personally identifiable information” to have a narrow meaning and that 

the language of the statute “reasonably conveys the point that ‘personally identifiable 

information’ is not limited to information that explicitly names a person.”40 In short, the court’s 

interpretation of the Act protects information that would reasonably and foreseeably likely reveal 

an individual’s video-watching history.41  

The First Circuit’s analysis underscores how the “ordinary person” test and the Ninth 

Circuit’s interpretation of the statute falls short and ignores important privacy concerns. Nor is 

the First Circuit’s reasoning limited to circumstances in which video service providers 

unlawfully disclose GPS coordinates in addition to device identifiers.42 As an earlier district 

court opinion made clear, “the statute, the legislative history, and the case law do not require a 

name, instead require the identification of a specific person tied to a specific transaction, and 

support the conclusion that a unique anonymized ID alone is not [“personally identifiable 

information”] but context could render it not anonymous and the equivalent of the identification 

of a specific person.”43 Therefore, a video service provider may be liable for disclosing unique 

                                                 
39 Id. 
40 Id. 
41 Id. 
42 See In re Nickelodeon Consumer Privacy Litig., 827 F.3d at 283 (noting the court Yershov rejected the approach 

taken in Hulu). 
43 In re Hulu Privacy Litig., No. C 11-03764 LB, 2014 WL 1724344, at *11 (N.D. Cal. Apr. 28, 2014). 
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numeric identifications to a third party who deciphers that information to identify the viewer and 

their video content choices.  

Conclusion 

 Consumers must be able to control the collection, use, and sharing of their personal 

information. Because of the Act’s broad language, lack of coherent privacy laws, and a myriad of 

technologies which might violate consumer privacy, the Ninth Circuit’s recent opinion failed to 

honor Congressional intent to protect essential privacy rights in a world of constantly evolving 

technology. Moving forward, courts deciding consumer privacy issues based on the Act should 

reject the Ninth Circuit’s approach and follow the more protective interpretation adopted by the 

First Circuit. The First Circuit’s “foreseeability test” reflects Congressional intent by affording 

greater protection for consumer privacy. If the courts of appeals fail to establish a sufficiently 

protective, unified standard to guard against disclosure of “personally identifiable information,” 

then the Supreme Court or Congress should intervene to protect consumers’ essential right to 

privacy. 

 

 


